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Global environment
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* Technology proliferation = “The 4th Industrial Revolution’
World Economic Forum Summit on the Global Agenda

* Fortune 500 life expectancy: 1975=55y, 2016=10y

* |oT: 2009 / 2,5b devices, 2020 / 30b devices (GARTNER)

* By 2018 owned infrastructure will be <50%
the rest is Cloud (Forrester)

e Software: From Monolithic->SoA-> Microservices
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Attack ~ cost S4 million

DDoS ~ cost SSOK / hour

~ Time to contain an attack: 1 Month
APTs going unnoticed: 7 Months

Yearly cost: $3 trillion
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Cyber Threats

o)
e U.S. Department of Homeland Security: 60 /O of Cyber Attacks originate in supply chain

(o)
 \Verizon 2016: 80 /O of breaches occurred from externals

* Main Motives: financial / espionage

* EY Global Data Analytics 2016: Fraud main tools are cyber breaches combined with internals —
bribery/corruption follows



ISACA State of Cyber 2016: Cyber threats

o)
. 82 /O report their Board of Directors are more concerned
o)
e O n Iy 20 /O of CISOs report to the CEO/Board
(o)
. 45 %) hiring increase in 2016
(o)
report ditriculty in Tinding skilled proftessionals
94% difficulty in finding skilled professional
(o)
® 3 1 /O of attackers were criminals

. 24% are still unknown
v MOSt SUCCESSfUI attaCkS: Phishing, malware, social engineering



ISACA 2016 Cyber Security Jobs Index

78 1 data breaches reported in 2015...in the US alone (second highest year on record)
o)
- AbO Ut 7 5 /O of attacks focused on the business or health/medical industries
27% b5l . |
O of cyber security positions are requiring up to 6 months to fill

o
5 9 /0 of security professionals say that less than half of the job candidates
they considered were “qualified upon hire”—an increase of nearly 10% from the prior year



Building Cyber Security Capability (sased on us-nist/ csx)
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IDENTIFY

} Business Impact Analysis / Assets Discovery / Prioritization

} Risk management as part of ERM
} Policies, Procedures

} Organization




Building Cyber Security Capability (sased on us-nist/ csx)
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PROTECT

} Technology (Infrastructure, Network, DB, OS, Application)
} Data Security policies, processes, controls

} People (Training and Awareness)

} 3rd Parties / Supply Chain




Building Cyber Security Capability (sased on us-nist/ csx)
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DETECT

} Technology

V¥ Logging
V¥ Monitoring

V¥ Correlation

V¥ Anomaly Detection

} Detection Processes

} Detection Teams, Roles, Responsibilities

} 3rd Parties




Building Cyber Security Capability (sased on us-nist/ csx)

RESPOND \

Response Teams, Roles, Responsibilities
Incident Management Procedure / Response Plans

} Analysis process, Mitigation
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} 3rd Parties / Authorities / Experts

} Testing and Improvement
} Communications / PR

} Information Sharing



Building Cyber Security Capability (sased on us-nist/ csx)
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RECOVER

} Recovery Teams, Roles, Responsibilities

Restoration Planning / Business Continuity
Data recovery

Cyber Insurance

Communications / PR

Testing and Improvement




Holistic Cyber Security Program

e« (SXis designed to help fortify and advance the industry by educating and training a
stronger, more informed workforce that can keep organizations and their information
secure—now and in the future. CSX provides expertise and insights, guidance, training and
educational events to meet the needs of individual professionals and organizations.
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: CYBERSECURITY
Cyber Security Fundamentals S ><_

FUNDAMENTALS CERTIFICATE
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 The entry point into ISACA’s cyber security program, Cyber Security Fundamentals, offers a certificate in the
introductory concepts that frame and define the standards, guidelines and practices of the industry. The
certificate and related training are ideal for college/university students and recent graduates, those new to
the field, as well as those looking to change careers.

* The Cyber Security Fundamentals exam tests for foundational knowledge across five key areas:
— Cyber security concepts.
— Cyber security architecture principles.
— Cyber security of networks, systems, applications and data.
— The security implications of the adoption of emerging technologies.

— Incident response

e The exam is available online, and may be taken at home or in office.

 Multiple options are available to help prepare for the Cyber Security Fundamentals Certificate exam: the
accompanying study guide, an 8-hour online course, and 2- or 4-day workshops available during ISACA events



CSX Website

e The CSX site is the main hub for ISACA’s holistic cyber security program.
Explore all that CSX has to offer at https://www.cybersecurity.isaca
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< SHARE Q SEARCH & LOGIN

BECOME A MEMBER

9— ’ ADVANCE YOUR CAREER
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GAINED NOT GIVEN

Experience and judgment. Strength and momentum. Confidence and trust, They'te all gained blup' ; p PRACTICE + LEARN
we accomplish. And like anything truly viluable, they're never just given, rybmmuem"MBa Y .

new program designed for the most ambitious cyber security professionals, empowering them to elevate
their work, take control of their career paths and earn their place amongst the best,

GET CERTIFIED

€
. YOUR CSX
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J0IN THE BEST OF THE BEST GET CERTIFIED. GET NOTICED. LAY THE FOUNDATION.

Unlock the full potential of your Cybersecurity ¢/ Prove your place among the Industry leaders and Launch your career by exploring the indu
Nexus experience and elevate your career by advance your career by earning a standards, guldetines, and practices with £SX CAREER ToOL
becoming a member of ISACA, performance-based CSX Practitioner certification, Cybersecurity Fundamentals Certificate,

FECIME A MEMSER ST COFIEN CRNILL MBAY THREATS & CONTROLS

RESOURCES



https://www.cybersecurity.isaca/

S Additional Reading
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ISACA CSX (CyberSecurity NEXUS) http://www.isaca.org/cyber/

US NIST Cybersecurity Framework https://www.nist.gov/cyberframework



http://www.isaca.org/cyber/
https://www.nist.gov/cyberframework
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